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The Theatrical Management Association

TMA is the pre-eminent national organisation dedicated to providing a professional
support network for the performing arts industry. It is an association of organisations
throughout the UK professionally involved in the production and presentation of the
performing arts. Its members include repertory and producing theatres, arts centres
and touring venues, major national companies and independent producers, opera
and dance companies, and associated individuals and businesses.

TMA works to support and promote the industry by providing for its members:

Industrial relations advice and negotiations,
Up to the minute legal information and advice,
Lobbying and promotional work,
Marketing, statistical and other services,
A variety of events including an Annual Conference, seminars and training
courses,
Links and networking between venues and producers,
Prompt, the leading magazine on arts management issues.

For further information about TMA, contact:

Carron Miller, Membership Secretary or
David Emerson, Senior Executive Officer at
TMA, 32 Rose Street, London WC2E 9ET
Tel: 020 - 7557 6900 Fax: 020 - 7557 6799
E-mail: enquiries@solttma.co.uk
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Be obtained and processed fairly and lawfully.
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Second Principle
Be obtained only for one or more specified lawful purposes and shall not be
further processed in any manner incompatible with those purposes.

Third Principle
Be adequate, relevant and not excessive in relation to the purposes for which
they are processed.
Fourth Principle
Be accurate and where necessary kept up to date.

Fifth Principle
Not be kept for longer than is necessary for those purposes.

Sixth Principle
Be processed in accordance with the rights of Data Subjects under this Act.

Seventh Principle
Have appropriate technical and organisational measures taken against
unlawful processing of personal data and against accidental loss or
destruction of, or damage to, personal data.

Eighth Principle
Not be transferred to a country or territory outside the European Economic
Area unless that country or territory ensures an adequate level of protection
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will refuse to let us use their data.
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We've captured customer data and not said anything to them.  How long can I
keep it and use it?

We've captured customer data and not said anything to them.  What do I have
to do to keep using it?

We've built up lots of valuable data, some factual, some anecdotal, some
views and opinions, on our donors and sponsors as well as on our customers



which only a handful of people have access to.  Surely we don't have to give
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Our sponsors want to write to our customers.  Can we let them have the data?

7 Big Issues
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Foreword from the Data Protection Registrar

"I welcome the publication of this Guide to assist venue staff in meeting the
requirements of the data protection laws.  It is helpful for industry bodies to
encourage managers to develop and adopt good practice."

Elizabeth France
Data Protection Registrar

November 1999

Foreword from the President of the TMA
and the Chairman of the AMA

"The relationship we have with our audiences is at the heart of successful
marketing in the arts and direct marketing is one of the most effective tools at
our disposal for developing those relationships.

Whether by mail, phone or via the Internet, the way we communicate with
those customers is subject to strict rules laid down by the law.  A new data
protection act will come into force from 1 March 2000, extending and re-
defining the scope of the original legislation, but not necessarily making the
implications for venue managers and arts marketers any clearer.

The Theatrical Management Association and the Arts Marketing Association
have worked in partnership to produce this publication with the aim of
making absolutely clear what the law is and how it affects the way we
communicate with our audiences.

Enshrined in the new act is the concept of 'good practice'.  Viewed from this
perspective, we believe the legislation offers an opportunity to enhance our
relationships with our audiences - and to profit from so doing.

Finally we offer our grateful thanks to Roger Tomlinson who has written this
guide without remuneration and once again demonstrated his commitment to
this business."

Barbara Matthews
President of the Theatrical Management Association

Tim Baker
Chairman of the Arts Marketing Association



Data Protection

Author's Foreword

This Guide will assist Managers, ticket sales, marketing and fund-raising
staff in operating procedures for dealing with customers and their data, so
that they will provide good customer service and comply with the spirit of the
Data Protection Acts.  This Guide is designed explicitly to offer advice
primarily about ticket sales situations.  Customers are sensitive as to how
they are treated.  It is important that venues are seen to behave in ways which
respect the public and the integrity of information about customers.

Customer contact, especially in the Box Office, demands an increasingly
professional, trained and skilled, response from staff.  Staff need to use their
software correctly to build customer records which are accurate and up to
date.  Staff need to ensure that customers are properly advised about data
protection.  Managers need to ensure that appropriate procedures are in place,
that 'good practice' is implemented and maintained.

For arts and entertainment organisations which use their databases for fund-
raising, there are considerable implications for the information kept about
potential donors and sponsors, especially because of the rights the Data
Protection Acts give the public to have access to the data held on them.

Britain has two Data Protection Acts - 1984 and 1998 - the first seemingly
more honoured in the breach than the observance.  Is it stating the obvious to
point out that the law is there to be obeyed?  New to the 1998 Act and
associated Regulations, manual records are now covered as well as
computerised databases; and the previously voluntary preference services are
now compulsory for telephone calls and faxes to customers.  Any business to
business marketing practices come under the 1998 Act if named individuals
are involved.

There has been considerable public complaint about the indiscriminate use of
personal information about customers and the sale of lists.  This had led to
the explosion of what came to be called "junk mail" and more recently "cold
calling".  The EU has led the way with directives to protect privacy and give
customers control of the use of their personal data.  The directives promote
compatible data protection standards in all member states.

The most important thing to understand about the Acts therefore is that they
are customer driven.  To interpret the Acts, look at any situation from the
point of view of a member of the public.  What would they see, what would
they think, what would they expect?  Most customers 'feel good' about arts
and entertainment venues so will expect us to do the right thing and take care
of them and their data.

Roger Tomlinson
Director of Business Development - Europe
Tickets.com
November 1999



1 Introduction

1.0 This Guide is designed to assist Managers, ticket sales, marketing and
fund-raising staff in the development of successful practices to deal
with customer data.  The Guide will advise on best practice in relation
to procedures when selling tickets to customers and on using data for
direct marketing.  For further information and guidance in relation to
fund-raising, the Institute of Charity Fund-raising Management
(ICFM), phone 020 7627 3436 may be able to help.

1.1 Section 2 is about definitions of commonly used terms, Section 3
describes the Data Protection Principles, Section 4 the rights of
individuals, Section 5 recommends appropriate practice for the arts
and entertainment industry, Section 6 provides answers to Frequently
Asked Questions, Section 7 attempts a debate on some of the
contentious issues on which managers may wish a different
interpretation than that implied by 'good practice'.

1.2 A Guide like this has to deal with the wording of the Acts and of the
available guidance from the Registrar, so it is impossible to
completely avoid legalese.  For those who simply wish to know what
to do, without reading some legalese, go straight to section 5 now.

Statutes

1.3 The procedures for dealing with customers and the use of customer
data are affected by three pieces of legislation:-

• The Data Protection Act 1984,
• The Data Protection Act 1998, and
• The Telecommunications (Data Protection and Privacy) (Direct

Marketing) Regulations 1998

For organisations registered as charities, the 1992 Charities Act
already lays down 'good practice' which relates to Data Protection,
when dealing with third parties such as marketing and fund-raising
agencies.

1.4 The 1984 Data Protection Act will be superceded by the 1998 Act,
which is planned to be implemented on 1 March 2000.  The
Telecommunications (Data Protection and Privacy) (Direct
Marketing) Regulations 1998 came into force on 1 May 1999 but will
be replaced by the Telecommunications (Data Protection and privacy)
Regulations 1999 when the Data Protection Act 1998 is implemented
on 1 March 2000.

Implementation Dates

1.5 To clarify: until 1 March 2000 the 1984 Data Protection Act and the
Telecommunications (Data Protection and Privacy) (Direct
Marketing) Regulations 1998 are in force.  From 1 March 2000, the
1998 Data Protection Act and the Telecommunications (Data
Protection and privacy) Regulations 1999 will be in force.  Always



refer to the date contained in the title of the statute to identify it and
its contents; and look separately at the date on which it is in force.

1.6 Though it is unlikely to be relevant to most venues, if processing of
personal data was under way immediately before 23 October 1998
then the new Act gives transitional relief until 23 October 2001 for
manual records and computer databases and a further 6 years from
then for manual records.  In practice, most venues will newly process
existing data, so venues must recognise that the 1984 Act and the
Telecommunications (Data Protection and Privacy) (Direct
Marketing) Regulations 1998 are in force now and must be
implemented.  The new 1998 Act will apply to both computer
databases and manual records from 1 March 2000.

Government Departments, Local Authorities and Quangos

1.7 Public sector organisations are effectively required to comply with the
1998 Act now, because the Act enshrines the EU Data Protection
Directive which member states were required to implement by 24
October 1998.  Public sector organisations are considered to be
'emanations of the State' against whom the Directive takes 'direct
effect'.

History

1.8 The Data Protection Act 1984 grew out of public concern about
personal privacy in the face of rapidly developing computer
technology.  People were concerned to find that their personal details
were being retained on computer databases and that networks enabled
others to gain access to those records.  The new Directives and the
new Act, and the compulsory requirement to use the telephone and
fax preference services, arose from increasing European concern
about the abuse of personal data, even under the existing legislation.

1.9 List broking meant that one company could sell its customer records
to another, together with details of their purchases, etc., and people
then received direct mail and telephone calls to sell them goods from
a company they had not dealt with.  Some companies were formed
simply to sell goods by mail order in order to capture names and
addresses and establish some basic lifestyle facts from what people
bought.  Telesales operations were started which simply "cold called"
people listed in the Telephone Directory.  Unsolicited faxes were sent
to many people.

1.10 The legislation demanded 'good practice' from computer users in their
handling of customer data and provided rights for individuals on how
their details were collected, used, or passed on.  The Act itself is
derived from the Council of Europe Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data,
dating from January 1981.

'Best Practice' or 'Avoidance'?



1.11 All legislation involves choices of how to comply with the law.
Under the Data Protection Acts, the adoption of 'good practice' is an
indication of compliance with the law.  This exposes the behaviour of
those seeking to avoid the implications of the law with minimal
action.

1.12 Because of the demanding environment in venue Box Offices, many
of which handle the majority of customers on the telephone, many
managers have appeared to be avoiding the law.  Their question has
always been: "how little do I have to do?"  The 1998 Data Protection
Act will appear to such managers to impose on them a
requirement to change their practices and to be seen to adopt
'good practice' in order to comply.  From the point of view of the
public, this will be seen as an improvement.

1.13 The Data Protection Tribunal interprets the Act as follows:

"It is quite clear…that the purpose of the Act is to protect the
rights of the individual about whom the data is obtained, stored,
processed or supplied, rather than those of the data user."



2 Definitions

2.0 The Data Protection Acts are most easily understood when looked at
from the point of view of the member of the public.  The Acts protect
individuals by giving them rights and requiring those who record
personal details about people to be open about what they are doing
with the information and follow 'good practice' to protect people
from abuse of personal data.  Here the principle of looking from the
point of view of the public is clearly illustrated, because 'abuse' will
be defined first and foremost by the person who feels abused, and this
will be the basis for their complaint.

Personal Data

2.1 Personal Data is defined as information about living identifiable
individuals and can be as simple as their name and address.  This
applies also to named individuals at work.  While the Act does not
apply to the deceased, good practice demands that records are kept
clean and the records on people who have died should be closed
immediately.  Great distress is often caused to surviving partners and
others by receiving direct marketing approaches addressed to
deceased people.

Automatic Processing & Manual Records

2.2 The 1998 Act applies both to data which is automatically processed
and to some manual records.  Automatic processing applies to
computer or other technology including document image processing
systems.  This extends to 'relevant filing systems' of manual records
where "specific information relating to a particular individual is
readily accessible".  Clearly this means that venues must be very
careful in their management of records both on computerised
databases and in filing systems.  Much detailed personal data may
be recorded for example in notes on the paper files of prospective
donors or sponsors which is now fully within the protection of the
Act.

Data Subjects and Subject Access

2.3 Under the Acts we are all 'data subjects' with rights in relation to the
personal data held about us.  We are entitled to access to information
held about us, and to have this information corrected or deleted.  The
1998 Act specifically entitles us to a description of the data being
processed, of the purposes for which it is being processed, of any
potential recipients of the data, and any available information as
to the source of the data.

Data Users now 'Data Controllers'

2.4 The 1984 Act referred to 'Data Users' who in the 1998 Act are now
called 'Data Controllers', the people who control the contents and the
use of collections of personal data, and the purposes and manner of
any processing.  They can be any type of person, company or
organisation within the commercial, public or private sector, and may



not actually own a computer.  They are held responsible should their
staff fail to comply with the Act or use personal data in an
unauthorised way.  They are held responsible if this happens to their
customers' data when the data is being processed by third parties,
including processing outside the EU.

Registration, to become Notification

2.5 Data Controllers are required to register with the Registrar under the
1984 Act and to notify the Commissioner under the 1998 Act.  There
are few exemptions under the 1984 Act, subject to strict conditions,
and it is not yet known whether there will be any exceptions under the
1998 Act.  Arts and entertainment venues, including galleries and
museums, are unlikely to be eligible for exemption.
Registration/notification with the Data Protection
Registrar/Commissioner is required.  It is a criminal offence not to
register/notify.

2.6 Under the 1998 Act, the Commissioner will be able to enforce the
Data Protection Principles against even those organisations able
to be exempt from notification.

Complaints and Compensation

2.7 Breaches of the Acts and the Data Protection Principles can be
reported to the Registrar/Commissioner.  Individuals are encouraged
to try and sort out matters initially for themselves, but if they are not
satisfied, the Registrar/Commissioner may decide to serve an
enforcement notice to ensure compliance with the requirements of the
Data Protection Principles.

2.8 The Registrar can serve three types of notice under the 1984 Act:

• An enforcement notice, requiring the data controller to take
specific action

• A de-registration notice, cancelling the current entry thus making
it a criminal offence to continue to process the personal data held

• A transfer prohibition notice, preventing the data controller from
transferring personal data.

Under the 1998 Act she will be able to serve enforcement notices and
information notices.

2.9 The Commissioner also has powers to prosecute in respect of criminal
offences.  These include those relating to notification, unlawful
disclosure, unlawful obtaining or procuring of personal data, unlawful
selling or offering to sell personal data, enforced subject access
(where a data subject is forced to obtain their personal records and
show them to a third party), and failure to comply with an
enforcement notice.  In pursuit of these, the Commissioner can serve
notices requiring the production of specified information and can
obtain and execute warrants of entry and inspection.



2.10 Compensation can be sought by Data Subjects through the Courts if
damage and distress has been caused to a Data Subject by any breach
of the Act including any unlawful disclosure or destruction, or
inaccuracy of the personal data held.  Unauthorised means without the
authority of the Data User or Controller.  Clearly, venues must
ensure that their data is properly managed and that all staff are
fully aware of their obligations when handling customer data.
Security is a major issue.

Security

2.11 The 1998 Act states specifically what precautions Data Controllers
must take to prevent the unauthorised or unlawful processing or
disclosure of data.  There is a requirement for a written contract when
a Data Controller supplies data to a third party for data processing
requiring them to abide by the provisions of the Acts and the security
principle.

'Good Practice'

2.12 The term 'Good Practice' is defined in the 1998 Act.  It may include:

• Compliance with the enforceable provisions of the Act
• Procedures which, although not themselves required by the Act,

are designed to achieve compliance
• Practice which goes beyond the enforceable requirements of the

Act, but which the Commissioner considers to be desirable

2.13 Managers will see that the legislation has been framed to ensure
that 'good practice' is adopted to demonstrate compliance.

The Telecommunications (Data Protection and Privacy) (Direct
Marketing) Regulations 1998 extend full data protection to telephone
calls and faxes.  The Director General of Telecommunications is
required to provide a Telephone Preference Service (TPS) and Fax
Preference Service (FPS) with statutory force so the public can
register to opt-out of such communications.  Provision of these is
contracted out to the Direct Marketing Association.  It is compulsory
for Data Controllers to check lists against the Preference Service lists
before starting any marketing and fund-raising activity which makes
direct contact with customers.  There are therefore further definitions:

Direct Marketing and Advertising

1.14 The definitions of Direct Marketing and Advertising are so broad that
they catch any form of targeted direct communication with people.
Indeed the Registrar's view is that this applies not only to the offer for
sale of goods and services but also the promotion of an organisation's
aims and ideals.  This therefore includes charities and appeals for
funds, campaigns to lobby local authorities and government, and such
like.

1.15 The EU defines direct marketing as "all activities which make it
possible to offer goods or services or to transmit other messages to a



segment of the population by post, telephone or other direct means,
aimed at informing or soliciting a response from the data subject".
This includes any ancillary service related to these activities.

1.16 Advertising "is to be taken to include all forms of direct marketing
communication, including any sales promotion or fund-raising
whether it contains an offer or an invitation to treat".
Comprehensively this must include all letters, invitations, e-mails,
faxes, phone calls, personalised brochures, mailers, and such like.

Preference Services

1.17 The Direct Marketing Association has the contract for running the
Preference Services with which individual customers register if they
require to be excluded from Mailing Lists, Telephone ands Fax Lists,
in order not to receive unsolicited or uninvited direct marketing
contacts.  From 1 May 1999 it has been unlawful to phone or fax an
individual who is registered with the Telephone or Fax Preference
Services.

1.18 Data Controllers must match their lists with these Preference Services
so that they exclude from direct marketing any customers from whom
they have not received "informed consent" and who are registered
with the Preference Services.  Data Controllers must do this before
they start any marketing or fund-raising activity, because the
regulations require that they comply within 28 days of any individual
registering with one of the services.  Data Controllers who subscribe
may display a logo from each service to demonstrate their
compliance.

Mailing Preference Service

1.19 Data Controllers who use non-customer lists, or lists when "informed
consent" has not been obtained, or who intend to make their lists
available to third parties, need to become licensed users of the
Mailing Preference Service Consumer File.  Data Controllers must
check their lists against the most recent version of the Consumer
Suppression File.  The British Code of Advertising and sales
Promotion requires that Data Controllers be able to identify anyone
on their own database who has objected in the last 5 years or who has
not had an opportunity to object.  The annual licence for the
Consumer File is renewable each year on the first of March and costs
from £25 upwards according to the frequency of updates; in 1999 a
maximum of £100 for four quarterly updates.  The file is available in
a variety of formats.  For organisations which use a bureau to clean
lists or manage their database, then the bureau must hold a license.

The Mailing Preference Service
5th Floor
Haymarket House
1 Oxendon Street
London SW1Y 4EE
0171 766 4410



Telephone Preference Service

1.20 Data Controllers have to subscribe to the Telephone Preference
Service to get access to the data file of individuals who have
registered with them.  For those organisations who do not process
telephone numbers or make calls themselves, Associate Membership
is available.  However, access to the data files requires a Suppression
File Licence and incurs charges according to the areas of the country
required and the frequency of access for updates.

1.21 The file is available in a variety of formats, and even on a premium
rate phone number.  Most arts and entertainment venues should find
that ad-hoc data supply meets their needs, ordering the latest version
about seven days before starting a campaign.  Costs are likely (1999
prices) to be under £500 for a couple of campaigns per annum for a
regional catchment area.

The Telephone Preference Service
5th Floor, Haymarket House
1 Oxendon Street
London
SW1Y 4EE
Phone 0171 766 4420
Fax 0171 976 1886

Fax Preference Service

1.22 Data Controllers have to subscribe to the Fax Preference Service to
get access to the data file of individuals who have registered with
them.  For those organisations that do not process fax numbers or run
fax marketing campaigns themselves, Associate Membership is
available.  However, access to the data files requires a Suppression
File Licence and incurs charges according to the areas of the country
required and the frequency of access for updates.

1.23 The file is available in a variety of formats with a charge of £500 per
issue on CD-ROM.  The latest version should be ordered about seven
days before starting a fax campaign.

The Fax Preference Service
5th Floor, Haymarket House
1 Oxendon Street
London
SW1Y 4EE
Phone 0171 766 4422
Fax 0171 976 1886

2.24 Agencies which provide telephone number tracing and address and
postcode updating services can also provide list checking against the
preference service lists.  These usually charge per 1,000 records
processed and can turn around lists within 48 hours by e-mail.



3 The Data Protection Principles

3.0 Data Controllers must comply with the Data Protection Principles in
relation to the personal data that they hold.  The Principles in the 1998
Act state broadly that personal data shall:

• Be obtained and processed fairly and lawfully.

• Be obtained only for one or more specified lawful purposes
and shall not be further processed in any manner
incompatible with those purposes.

• Be adequate, relevant and not excessive in relation to the
purposes for which they are processed.

• Be accurate and where necessary kept up to date.

• Not be kept for longer than is necessary for those purposes.

• Be processed in accordance with the rights of Data Subjects
under this Act.

• Have appropriate technical and organisational measures
taken against unlawful processing of personal data and
against accidental loss or destruction of, or damage to,
personal data.

• Not be transferred to a country or territory outside the
European Economic Area unless that country or territory
ensures an adequate level of protection for the rights and
freedoms of data subjects in relation to the processing of
personal data.

3.1 The Data Protection Principles also provide for individuals to have
access to data held about themselves and, where appropriate, to have
the data corrected or deleted.

First Principle
"Be obtained and processed fairly and lawfully"

3.2 The 1998 Act provides that personal data is not to be treated as
processed fairly unless certain criteria are met.  These include
informing Data Subjects - your customers - of the identity of the Data
Controller and of the purposes for which the data is to be processed.

3.3 In addition, processing may only be carried out where one of a
number of conditions has been satisfied.  Two are relevant to venues:

• The individual has given consent to the processing
• The processing is necessary for the performance of a contract with

the individual or in preparation for entering into a contract

'Fair Obtaining' of Personal Data



3.4 The way in which personal data is obtained, and the consent of that
individual to the data processing, is at the heart of the Acts and 'good
practice'.  The EU Directive defines the Data Subject's consent as
"any freely given specific and informed indication of his (sic) wishes
by which the data subject signifies his agreement to personal data
relating to him to be processed".

3.5 The fact that customers must signify their consent means that there
must be some active communication between the parties.  For
example, Data Controllers cannot infer consent from non-response to
a communication or purport consent from a statement made to a
customer without feedback.  Compliance with the Act will therefore
require in most cases that consent is both "specific" and "informed".

3.6 To decide on the degree to which consent must be both "specific" and
"informed", the Commissioner has advised that Data Controllers
consider the extent to which the use of personal data by them is or is
not reasonably forseeable by Data Subjects.  This returns to the basic
point that we must look at the situation from the point of view of the
customer.  So, what is foreseeable by the customer?

• Who does the customer think is presenting the event?

• Who does the customer think is selling them the ticket?

• What does the customer think will be done with their data?

3.7 Because of the complex arrangements under which many events are
presented, most customers will not be able to answer these questions
accurately.  So at the time their personal data is being captured it is
necessary to advise them of:

• The identity of the Data Controller (full legal name or if they have
nominated a representative, their legal name)

• The purposes for which the data is intended to be processed

• Any further information (such as who they will share the data
with)

3.8 In deciding on what to advise customers at the time their data is being
captured, Data Controllers are asked to consider whether or not Data
Subjects are likely to understand the following:

• The purposes for which their personal data are going to be
processed

• The likely consequences of such processing

• Whether particular disclosures can reasonably be envisaged.

3.9 By any interpretation of this, the customer should be advised
appropriately at the time their personal details are being
captured, for the first time, and be given an opportunity to



respond immediately.  Consent later, or implied or purported
consent, is unlikely to comply with 'good practice'.  Subsequent
consent to a non-obvious purpose would be acceptable if obtained
before any use or disclosure.  See Section 7 for the debate on the
interpretation of this.

Explicit Consent for "Sensitive Data"

3.10 Even the above is not adequate if the details captured include
sensitive personal data, defined as:

• Racial or ethnic origin
• Political opinions
• Religious (or similar) beliefs
• Trade Union membership (or non-membership)
• Physical or mental health or condition
• Sexual life
• Details of offences alleged or commissioned, any proceedings, or

the disposal of such proceedings or the sentence of any court

3.11 Many arts organisations monitor generally the racial or ethnic origin
of customers in order to review the effectiveness of equal
opportunities policies.  Where this is NOT related to named
individuals the Act does not apply.  However, some computerised
Box Office systems and mailing lists include racial and ethnic origin
fields which are used for identifying the socio-economic profile of the
customers as well as monitoring equal opportunities.  Some lists
include fields for sexual orientation in relation to the promotion of
gay events, and such like.  All such data collection and processing
requires the explicit consent of the Data Subject if the Data
Controller is to be sure that they have a legitimate basis for
processing it.

3.12 The Act describes an exception to this if the processing is carried out
in the course of its legitimate activities by any body or association
which exists for political, philosophical, religious or trade union
purposes and which is not established or conducted for profit.
Provided that:- there are safeguards for the rights and freedoms of
Data Subjects; the data relates only to individuals who are either
members or have regular contact with its purposes; and it does not
involve disclosure of the personal data to third parties without the
consent of the Data Subject.  Some arts and entertainment
organisations may consider that they are included within this
exception, though explicit consent will be required if they wish to
share personal data.

3.13 Explicit consent will involve the Data Subject volunteering the
information, say on a marketing list preference questionnaire which
clearly notified them, or being advised in person and agreeing that the
data may be recorded and processed.

Second Principle



"Be obtained only for one or more specified lawful purposes and shall
not be further processed in any manner incompatible with those
purposes"

3.14 Clearly, under the 1984 Act Managers must register with the
Registrar/Commissioner the purpose for which personal data is being
processed.  The details of the requirements for Notification are not yet
in place, but the Act requires that Data Controllers provide:

• Their name and address, and that of any representative they have
nominated.

• The description of the personal data being processed and the
categories of the Data Subject to which they relate.

• A description of the purposes for which data is being processed.

• A description of any recipients to whom the Data Controller
intends to disclose the data.

• A description of any countries outside the EU to which a Data
Controller intends to transfer data.

3.15 This Principle clearly requires Data Controllers to ensure that people
with whom they intend to share data understand how the customers
are being advised and what consent is being obtained.  Data
Controllers sharing data are bound by the basis of the advice given to
the customers and the consent obtained.  For data processing to take
place, fair obtaining must be complied with as well as
registration/notification.

Third Principle
"Be adequate, relevant and not excessive in relation to the purposes for
which they are processed"
Fourth Principle
"Be accurate and where necessary kept up to date"

3.16 These Principles aim to ensure that the personal data is sufficient for
the purpose, but not more than sufficient, and is kept up to date and
accurate.  Accurate means correct and not misleading.  Data
Controllers have to take steps to ensure the reasonable accuracy of the
data themselves, even if the Data Subject supplies the data.  Data
Controllers should ensure, where possible, that fields record when
information was last updated, so that the currency of records can be
seen.

Fifth Principle
"Not be kept for longer than is necessary for those purposes"

3.17 Data which is kept for statistical or research purposes may be kept
indefinitely, but for most other purposes, data should be kept in
relation to the relationship with the Data Subject.  So a 'live record' of
a currently purchasing customer would be maintained and updated.



Records of lapsed customers who have not responded for some time
would be deleted or suppressed.

Sixth Principle
"Be processed in accordance with the rights of Data Subjects under this
Act"

3.18 This Principle has defined contraventions, such as:

• failure to supply information to a Data Subject pursuant to a
subject access request

• failure to comply with notices under the Act including the rights:

 to prevent processing for direct marketing,

 in relation to automatic decision taking, and

 to prevent processing likely to cause damage or distress

Seventh Principle
"Have appropriate technical and organisational measures taken against
unlawful processing of personal data and against accidental loss or
destruction of, or damage to, personal data"

3.19 The measures must ensure a level of security appropriate to the harm
that might result from a breach of security and the nature of the data
to be protected.  The security measures will take into account the state
of the technological developments at any time and the cost of
implementing any measures.  The reliability of staff with access to
personal data is also covered by this Principle.  This Principle
imposes on managers a series of responsibilities from effective
training of their staff, with adequate supervision, to the adoption
of software with up to date security and restricted access
measures.

3.20 This Principle also applies when a Data Controller uses a third party
to process data on their behalf, and the Act requires a contract with
the third party, "made or evidenced in writing", which requires them
to be bound by the Principles and requires the Data Controller to "take
reasonable steps to ensure compliance".  Since arts and entertainment
organisations may use third parties for mailing list fulfilment, for
telemarketing, for profiling databases, for research, this adds a
considerable responsibility for Data Controllers to formally
contract each third party and for Data Controllers to satisfy
themselves on how their data is being used and protected.  This
will be easier when the third party themselves comply with the
registration or notification regime.

Eighth Principle
"Not be transferred to a country or territory outside the European
Economic Area unless that country or territory ensures an adequate



level of protection for the rights and freedoms of data subjects in relation
to the processing of personal data"

3.21 The Registrar's provisional Guidance Note on this Principle is 22
pages long.  With increasing globalisation, it is possible that more and
more arts and entertainment organisations could, probably
unwittingly, find themselves in breach of this Principle.  For example,
some telemarketing is already being sub-contracted out to call centres
sited in developing countries.  Also, ticketing over the Internet may
involve companies in non-EU countries, such as the USA, in
capturing personal data on British venues' customers; such companies
may expect to use this data for cross border direct marketing
purposes.  Specific data protection procedures and advice to
customers will be required to deal with this.

3.22 The 1998 Act derives from the EU Directive which states
straightforwardly "member states shall provide that the transfer to a
third country of personal data … may take place only if … the third
country in question ensures an adequate level of protection".  The
European Economic Area is currently the 15 member states plus
Iceland, Leichtenstein and Norway.  The European Commission is
likely to issue "Community Findings" under the Act stating whether a
country provides adequate protection under the Act.  It is also hoped
that the European Commission will negotiate agreements with third
countries, such as the USA, so that presumptions of adequacy can be
made.

3.23 The Data Controller in the UK will of course remain responsible for
any breaches of the Act, even if carried out outside the UK.  Since
Data Subjects may be concerned about the transfer of their personal
details outside the UK, it will be necessary for compliance, if Data
Controllers believe data could be processed outside the UK, to advise
customers of this at the time their details are captured.  For example:
customers purchasing tickets over the Internet must be informed of
the country in which their records are being compiled in and who has
access to them, including the usual advice about the legal name of the
Data Controller.



4 The Rights of Data Subjects

4.11 We are all 'Data Subjects' and the law gives us rights and a variety of
protections.  While there are benefits from companies and
organisations having our details on their computers, there can be
problems if the data is entered wrongly, is out of date, fails to keep
track of changes, or is confused with someone else's.

4.11 Personal information about us is seen to be increasingly valuable, so
more and more information is collected and recorded, including
details of family circumstances, income, age, and 'lifestyle'.  Some
people might not wish to give this information, especially if they
thought it would be shared with other organisations or even sold to
direct marketing companies.

4.11 Having captured our details, these might be used in ways which
disadvantage us, especially when processed for credit rating,
employment, benefits, and such like.  While arts and entertainment
organisations are unlikely to severely prejudice their customers, there
are many situations in which their customers may feel that they could
be disadvantaged.  Membership schemes, loyalty schemes, so called
'frequent flyer' programmes, can all confer benefits on specific
customers, which could be denied to a customer if records are not up
to date and accurate.  This can lead to individual customers being
over-charged or not receiving priority booking for an event which
then sells out or not even being notified of a special event.

4.11 Managers may be surprised that the Data Protection Acts are drafted
to catch such issues and that the Registrar's staff have already given
advice to the Theatrical Management Association in relation to
venues' use of selective lists for target marketing (see next section: 5).

The Rights of Individuals

4.11 The rights of individuals over their personal data when captured and
held by others are formidable.  Customers in effect have substantial
control over what Managers can do with the personal data held on
individuals.  The rights are:

• Right of subject access,
• Right to prevent processing likely to cause damage or distress,
• Right to prevent processing for the purposes of direct marketing,
• Rights in relation to automated decision-taking,
• Right to take action for compensation if the individual suffers

damage by any contravention of the Act by the data controller,
• Right to take action to rectify, block, erase or destroy inaccurate

data, and
• Right to make a request to the Commissioner for an assessment to

be made as to whether any provision of the Act has been
contravened.

Subject Access



4.11 If a customer makes a request in writing, including fax or e-mail, and
pays the fee (if any) to the data controller, an individual is entitled:-

• to be told by the Data Controller whether they or someone else on
their behalf is processing that individual's personal data,

• if so, to be given a description of:-
a) the personal data,
b) the purposes for which they are being processed, and
c) those to whom they are or may be disclosed,

• to be told, in an intelligible manner, of all the information which
forms any such personal data and any information as to the source
of the data.

An individual can apply to Court for an order that the data controller
complies with their request and an order will be made if the Court is
satisfied that the data controller is in contravention of the Act.

4.11 The information must be supplied in permanent form by way of a
copy, except where the supply of such a copy is not possible or would
involve disproportionate effort, or the data subject agrees otherwise.
The information given should be all the personal data at the time the
request was received.  However, routine amendments and deletions of
the data may continue between the date of the request and the date of
the reply.  To this extent, the information revealed to the data subject
may differ from the data held at the time the request was received.
But, having received a request, the data controller must not make any
special amendment or deletion which would not otherwise have been
made. The information must not be tampered with in order to make it
acceptable to the data subject.

4.11 If any of the information in the copy is not intelligible without
explanation, the data subject should be given an explanation of that
information, e.g. where the data controller holds the information in
coded form which cannot be understood without the key to the code.
Where a decision significantly affecting a data subject is, or is likely
to be, made about them by fully automated means, for the purpose of
evaluating matters about them such as their performance at work,
their creditworthiness, their reliability or their conduct, they are
entitled to be told of the logic involved in that process.  The data
controller is not required to do this where the information in question
constitutes a trade secret.

4.11 A data controller may charge a fee (subject to a maximum not yet
specified) for dealing with subject access.  A data controller must
comply with a subject access request promptly and in any event
within forty days of receipt of the request.  Or, if later, within forty
days of receipt of information as to the identity of the person making
the request in order to locate the information, which that person seeks,
and the fee.

4.11 The Data Controller need not comply with the request where they
have already complied with an identical or similar request by the
same individual, unless a reasonable interval has elapsed between



compliance with the previous request and the making of the current
request.

4.10 Fund-raisers and marketers will recognise the problems which will
arise if, in complying with a subject access request, the Data
Controller will disclose information relating to any other individual,
including identifying the source of the information.  The Act
recognises this problem.  The data controller is obliged to comply
only where the other individual has consented to the disclosure, or
where it is reasonable to comply with the request without the consent
of the other individual.  In deciding this question, regard shall be had,
to:

• any duty of confidentiality owed to the other individual,
• any steps taken by the data controller with a view to seeking the

consent of the other individual,
• whether the other individual is capable of giving consent, and
• any express refusal of consent by the other individual.

4.11 The Right of Subject Access places considerable obligations on
Managers, not least to set up procedures to comply with customer
requests for information.  The details may be stored in more than one
database, may include manual files as well as computer records, and
need to be presented in an intelligible form.

4.12 Some current records and files may contain inappropriate
information.  Staff may have added comments about individual
customers in free-form fields on their database, which were never
intended to be seen by the customer.  Staff should purge such fields of
information which the Data Controller is unwilling to disclose to the
customer.  Records in connection with sponsors, donors, funders, will
be particularly sensitive if they record friendships, relationships,
business contacts, etc., especially if supplied by third parties.

The Right to prevent processing likely to cause damage or distress

4.13 An individuals can serve upon a data controller a written notice
requiring them to cease or not to begin processing their personal data,
where such processing is causing or is likely to cause unwarranted
substantial damage or substantial distress to them or to another.  The
Data Controller has 21 days to respond, stating their reasons for
regarding the notice as, to any extent, unjustified and the extent, if
any, to which they have complied or intend to comply with it.

The Right to prevent processing for direct marketing

4.14 More and more people are apparently becoming concerned about the
use of personal data for direct marketing and the increase in the
volume of direct mail and tele-marketing in the UK.  While many
customers may be happy to receive communications from the arts and
entertainment organisations they like, some will be unhappy about
other direct marketing activity, and some will not want any direct
marketing communications from anybody.  The Act gives a powerful
right to individuals, entitling them, by written notice, to require a data



controller to cease or not to begin processing personal data relating to
that individual for the purposes of direct marketing.  They may apply
to court for an order to that effect if the Data Controller fails to
comply with the notice.  'Direct Marketing' is defined in the Act as
meaning the communication (by whatever means) of any advertising
or marketing material which is directed to particular individuals.
Note that this will apply to some business to business direct
marketing to named individuals.

4.15 Managers will not wish to cause offence or upset to their customers,
so will want to comply with their wishes.  This will be difficult to
achieve if Managers have relied on customers' implied or purported
consent without advising them as required under the Acts.  Only by
fully following 'good practice' and fully advising customers at the
time their personal details are first captured can Managers be
sure that they know what their customer wants.  This is made
complex by situations in which your customer may wish to be
communicated with by you using specific methods only - say mail but
not telephone - and has listed themselves with the Mailing Preference
Service and or the Telephone Preference Service for no
communication.  Customers may prefer not to be contacted for certain
purposes, such as fund-raising.  Managers will need to have made
clear what purposes they propose to use data for at the time of
advising the customers in order to obtain "informed consent".

Automated decision taking

4.16 An individual is entitled, by written notice, to require a data controller
to ensure that no decision, which significantly affects them, is based
solely on the processing by automatic means of their personal data.
Data Controllers will need to bear in mind that the public may see
selective target marketing, automated allocation of tickets, etc., as
significantly affecting them, and the Commissioner may advise that
this is the case.

Compensation

4.17 An individual, who suffers damage, or damage and distress, as the
result of any contravention of the requirements of the Act by a data
controller, is entitled to compensation.  The Data Controller's
principal defence is to prove that they had taken such care as was
reasonable in all the circumstances to comply with the relevant
requirement.

Rectification, Blocking, Erasure and Destruction

4.18 A data subject may apply to the Court for an order requiring the Data
Controller to rectify, block, erase or destroy such data relating to them
as is inaccurate as well as any other personal data which contain an
expression of opinion which the court finds is based on the inaccurate
data.  A Court may also make such an order if it is satisfied that they
have suffered damage by reason of any contravention by a data
controller of any of the requirements of the Act in respect of personal
data, entitling them to compensation, and that there is a substantial



risk of further contravention.  In either case the Court may order the
data controller to notify third parties to whom the data has been
disclosed of the rectification, blocking, erasure or destruction.

Requests for Assessment

4.19 Any person may ask the Commissioner to assess whether or not it is
likely that any processing of personal data has been or is being carried
out in compliance with the Act.  Dependent upon the Commissioner's
assessment, which may involve the service of information notices by
the Commissioner, this may lead to enforcement action being taken
by the Commissioner.



5 What venues need to do

5.0 It is now a matter of routine that substantial amounts of data are
collected and recorded about individual customers and contacts of arts
and entertainment organisations.  They may be on the mailing list,
their details may be recorded on a computerised Box Office system,
they may be included in membership lists or on loyalty schemes, as
sponsors, donors, or funders, they may be recorded in files, on
databases, on fund-raising prospect management software.

5.1 The details may record not just their name and address, but their
phone numbers, their gender, title and perhaps age, their children and
their ages, what kinds of things they are interested in, what they have
seen and how much they paid; in some cases the details may go
further, with their friendships, business contacts, political affiliations,
financial and commercial interests and details recorded.

5.2 Under the Data Protection Acts, the customer has the right to see such
information, provided they apply in writing and pay your fee (there is
a maximum fee, not yet specified).  From this visibility and openness
stems everything you need to do.

Step One
Nominate the named staff member who is your Data Controller

5.3 The formal Data Controller is your organisation, with its correct legal
name.  This is the name on the Data Protection Register or which will
be notified to the Commissioner.  However, you will need a
responsible member of staff to carry out this function, to propose
policies and practices on data protection, to train and supervise other
staff dealing with data, to deal with individual members of the public
who contact your organisation about data protection issues.

5.4 This post carries considerable responsibilities and should be held by a
senior member of staff who is able to give the appropriate amount of
time to carrying it out.  Once 'good practices' are in place, the duties
will be less time consuming.  Ensure that all staff in your organisation
are aware of who carries responsibility for data protection issues.

Step Two
Check your registration with the Data Protection Registrar

5.5 The 1984 Act requires registration; the 1998 Act will introduce a
Notification regime, applicable from 1 March 2000 or the expiry of
current registrations.  Either way it is important to ensure that your
Data Controller is clear about what data you hold, what you do with it
and who you share it with, and that these are stated accurately to the
Data Protection Registrar/Commissioner.

5.6 Some venues appear to be registered on the basis that they will not be
sharing data yet in practice regularly face situations in which the data
is in the hands of third parties, including mailing list fulfilment
companies, visiting companies, artists running workshops, and such
like.  Most arts and entertainment organisations will almost



inevitably find themselves sharing data: your Registration must
reflect this.

Step Three
Prepare a procedure for supplying customers with their Personal Data

5.7 Identify the separate places you may be recording customer data and
list them together with what data is recorded in each and whether this
is on computer or in manual files.

5.8 Review the details which are recorded on the computers or in the
files:

• Remove any comments added by staff which were not intended to
be seen by customers.

• Identify any anecdotal information or details supplied by
identifiable third parties and decide whether you would be happy
disclosing this to the individual concerned, editing the information
accordingly.

• Decide what information you are confident the customer has
consented to you retaining about them.

• Make a note of data that the customers will not have consented to
being retained.

5.9 Decide how you will extract the data and the format you will present
it in, remembering that it must be intelligible to your customer.  The
variety of sources and the nature of codes used to record details will
probably mean that you should prepare a pro-forma into which the
customer details are inserted, the pro-forma carrying explanations of
the codes, etc., which are used.

5.10 If the Data Controller identified in Step One is not to deal with
"subject access" personally, then select a responsible member of staff
to handle such "subject access" approaches from the public, together
with a named deputy in their absence.  Advise all staff of the name
and contact details of these staff and their area of responsibility.

Step Four
Identify with whom you share customer data

5.11 As noted above, most arts and entertainment organisations will find
themselves either sharing data with other organisations or passing
data to third parties who handle it on their behalf.  In both these
situations the data is being shared with others who must also be
registered with the Data Protection Registrar.  It is therefore necessary
to identify with whom you share data and for what purpose.

5.12 Review the data held by your organisation under 5.8 above and who
you give access to it, who you share it with, who you pass it to for
further processing.  For example, all the following qualify as sharing
data: you might give a telephone fund-raiser access to your database;



or you might give a list of past attenders to a visiting company
presenting a similar type of work to that previously attended; or you
might be passing your data to a profiling company after which you
intend to approach customers with a promotional offer.  List all these
organisations with whom you share data.

5.13 The Data Protection Act does not deal anywhere with the
ownership of data.  This is determined by two factors: the terms of
the contract between the parties responsible for
presenting/promoting/performing an event, and what the customers
think is 'obvious' to them.  So if the customer thinks they are buying a
ticket to see the National Opera at the Anytown Coliseum then the
assumption must be that both the opera company and the venue will
share the data on their customers.  Contracts between venues and
those presenting/promoting/performing should recognise this.  If there
is any doubt as to what the customers might think, then advice to
them at the time of their transaction and "informed consent" is
required.  This is not optional.

Step Five
Implementing "consent" procedures

5.14 Individuals about whom you capture personal details need to
understand that you are keeping their details.  In order for you to be
sure that you are satisfying your customers and the law, you need to
advise customers at the time of first capturing their details of:

• The legal name of your organisation (the name which appears on
the Data Protection Register or is notified to the Commissioner).
This is so customers can know who is keeping the information
about them (and complain about you).

• What you will be doing with their data.  This is so they will know
you are keeping it on a mailing list, etc. and contacting them using
direct marketing with purchase opportunities and special offers.
The customer can choose to prevent this.

• With whom you will be sharing their data.  This is so they know
to whom their data might be disclosed.  The customer can choose
to prevent this.

5.15 This advice is essential so that the customer has an opportunity to
respond and give "informed consent".  Therefore the customer needs
to be informed and given the option of saying Yes or No.  This only
needs to happen once, when you first capture the details of a new
customer.

Telephone or face to face

5.16 During either a telephone call or a face to face transaction, with a
customer new to the database, the suggested wording, which may
come at any time in the transaction which is appropriate for customer
care, should be on the lines of:



"Thank you for booking tickets to see the Touring Artists
Company at the Any Town Venue.
We would like to add your name to our marketing list so we
can keep you informed about events and other developments
at our venue.  (optional: Is this alright?  Await positive or
negative response.)
We are officially called the Any Town Venue Promotion
Company Limited and we will give your details to the Touring
Artists Company who trade as Actors Bank Raid Limited.  Is
this alright?  (Await positive or negative response)
From time to time we may also share your details with other
(optional: arts and entertainment) organisations which we
think you will be interested in.  Is this alright?  (Await positive
or negative response)

This should take a maximum of 30 seconds, allowing for the pauses
for the customer response.  These consents will give your venue and
specified visiting companies the full use of the customer's data.  Note
that the words 'marketing list' are used rather than 'mailing list' so that
you may use the list for fax, e-mail, phone contacts as well as mail.
Note that the words "events and other developments at our venue" are
used to enable approaches for fund-raising, education or other
purposes.  It is strongly arguable that 'good practice' would have this
made explicit and not wrapped up in a general notice.

Taped Messages

5.17 Some venues which use a telephone call management system to
answer customer calls, suggest that the above advice can be
adequately delivered by a tape-recorded message which is played to
each customer before their call is answered.  If the customer then
continues with their transaction, they are implied to have consented.
This is not fully "informed consent" unless the customer is given an
opportunity for feedback during the live call with the operator who
then answers them.  However, it appears to be 'good practice' to put
Data Protection information on such answering messages because it
will raise customer awareness.  The messages could conclude with:
"Please speak to the member of our Box Office staff who answers
your call if you are not happy with any of this".

In Writing

5.18 When the customer is not present, it will be necessary to advise them
in writing.  The necessary advice must therefore be incorporated on
booking forms, in brochures, on any item that the customer returns to
you.  It is essential that the text of the advice is printed in the normal
size of the type on the rest of the document - there must be no "small
print".  Check boxes must be provided so that the customer can
choose their response.  "Informed consent" is achieved if the customer
has to check the boxes to say they want you to add them to your lists
and to say you may share their data.  This is called "opting in" and is
'good practice'.



Step Five
Securing consent

5.19 There will be circumstances in which you do not have "informed
consent" from your customers, either because you have built up
records on them without seeking their consent or because you had not
realised their consent was needed.  These circumstances could apply
when customers have not been told during their first transaction with
you or when customers have responded but not been given an
opportunity to 'opt in'.  "Informed consent" can be obtained by:

• Either, phoning them to update their records and in the process
advising them and obtaining their consent.

• Or, sending them a marketing list preference questionnaire and
receiving their response.

The time elapsed between your collecting details on customers and
contacting them for consent may mean that some react adversely,
believing you are starting direct marketing approaches to them.

5.20 The method you will choose will depend upon the character and
number of the contacts.  It will certainly be necessary to approach
carefully donors and sponsors about their records for example.  A
telephone call would be the best method, and every call could be
turned into a genuine opportunity to approach them.  A pre-call letter
could be sent to all the customers to be contacted, setting out the data
protection details as part of any other campaign approach.  The caller
could then address the question of data protection consent at the start
of the conversation.

5.21 Sending a 'marketing list' (sic) preference questionnaire has the
advantage of potentially collecting more information from customers
about themselves, but depends on them returning it.  Incentives such
as a free prize draw could be offered to encourage a response.  It may
be necessary to repeat mail or to telephone some customers to trigger
their response.   Customers who do not respond will be deemed not to
have given "informed consent".

Step Six
Set up list checking with the Mailing, Telephone and Fax Preference
Services

5.22 If you have any customers for whom you do not have "informed
consent" then lists will need to be checked against the Mailing
Preference Scheme and the Telephone and Fax Preference Services.
See the details under Section 2: Definitions from paragraph 1.19.
Data Controllers will need to take out Suppression File Licences and
ensure their records are updated at the most 28 days before a
campaign starts, ideally 7 days before it starts.  There are charges for
this service.

5.23 You must suppress the names and addresses of any customers for
whom you do not have "informed consent" if they appear on these



lists.  Note that you are likely to have customers who have registered
with these schemes who, if you spoke to them to obtain "informed
consent" for you to market directly to them, would grant it.  You
would have to be sure that customers really had understood and
consented.

5.24 While the former Telephone and Fax Preference Services were
voluntary, the 1998 Act makes it a legal obligation for all data
intended for outbound calling or faxed communications to be checked
so that anyone registered with the Scheme should not receive
unsolicited calls.  This includes an arts and entertainment
organisation’s own telephone calls as well as those of outside
agencies when working for them.

5.25 Agencies can provide postcode tracing and telephone number tracing
services, and then check numbers and addresses against the TPS,
MPS and FPS as required.  Most offer a 24 to 48 hour turn round
time.  The following are ones which have done some work for arts
organisations and The Phone Room:

Datalinx
Crown House
Crown Street
Halifax
HX1 1JB
Phone 01422 863000  Fax 01422 863030
e-mail: admin@dlinx.demon.co.uk

Direct Select
The Visual Services Centre
Leamington Spa
Warwickshire
CV31 3JP
Phone 01926 888424

Step Seven
Prepare a standard contract to use with people to whom you share your
data or pass your data to for processing

5.26 Written agreements are needed to determine the position when you
share your data with others or when you pass your data to others for
processing.  Essentially, such an agreement must bind the third party
to the same data protection terms as yourselves, so that your
customers data is protected and not used in a different way from that
advised to your customers when their consent is obtained.  You may
find that service suppliers ask you to sign contracts with them.  For
example, The Phone Room includes the following text in agreements:

"All data supplied to The Phone Room by The Client will only
be handled by The Phone Room in accordance with The
Client's instructions and under the terms of the Data Protection
Act (1998)"



"The Client warrants that it has all requisite registrations under
the Data Protection Act (1998) and will maintain such
registration throughout the duration of this agreement, and the
Client hereby indemnifies The Phone Room from and against
all claims, costs and actions arising out of data provided by the
Client, or arising out of failure by the Client to comply with
the provisions of the Act."

5.27 Touring companies and artists should satisfy themselves that data
being provided to them from venues has been obtained with the
"informed consent" of the customers.  The mutual interest of touring
companies and presenting venues in ensuring professional Box Office
operation gets ever stronger.



6 Frequently Asked Questions

6.0 Why do I need to tell people what I am doing with their data?
Isn't it obvious?

6.1 What you think is obvious and what the customer thinks may be very
different things.  The Acts place all the emphasis on what the
customer thinks is obvious or foresees.  So who do the customers
think they are buying the tickets from (Box Office, agent, high street
shop, Internet?), who do they think is responsible for the event
(venue, promoter, visiting company, artists), and who do they think is
going to have access to their data (any or all of the above)?

6.2 The arrangements for presenting, promoting, performing events and
exhibitions are often complex with a variety of deals and a variety of
principals (people with a key contractual role).  The Data Protection
Act does not determine ownership of data.  Indeed, venues should not
hide behind the Act by suggesting that it prevents them sharing their
data: their customers may think differently, believing the data
properly to belong to one of the other principals.

6.3 So to be safe it is necessary to advise the customer at the time of first
capturing their details and secure their "informed consent".

6.4 My Box Office is too busy to talk to customers about this.  Can't I
print something on the tickets or advise them later?

6.5 This law is not optional and the penalties for breaking it include
serious criminal offences.  You must obtain "informed consent" at the
time of first capturing their details.  Your Box Office can never be too
busy for staff to do their job properly.  You collect customers credit
card details don't you - you are not too busy to collect your customers'
money!

6.6 Printing the advice on the tickets is too late.  Customers will only find
out if they read your "small print" and will have no opportunity to
give "informed consent" before you start processing their data.  There
is no "opt in" arrangement for them.  You should not make use of
customer data captured under these circumstances.

6.7 Advising customers later requires that you either telephone them to
talk it through or that you post them a marketing list questionnaire.  In
each case it is essential that you give them a clear opportunity to "opt
in" and do not imply their consent.  You must not use their data until
you have their consent.  See Step Five in Section 5 for further
action.

6.8 Why can't I just rely on customer's opting out?  Only a few of our
customers will refuse to let us use their data.

6.9 'Good practice', which is required to show that you are complying
with the Act, would not rely on customer's "opting out" because it
assumes you accept implied or purported consent for the majority of
customers.  This is just not acceptable any more.  Remember, you



only have to advise people at the time of their first transaction with
you.  You must make sure this advice covers all the possible uses of
their data you propose, including fund-raising for example.
Thereafter you know they have consented to your use of their data.

6.10 My Box Office is too busy to talk to customers about this.  What
can I do with customer data if we say nothing to them?

6.11 Difficult question to answer simply and categorically - too much is
open to interpretation.  You can use and keep the customer data to
enable you to complete the transaction with them.  You should ensure
that this data is suppressed from any marketing lists on your system,
and probably remove it as soon as possible, say in six months at the
most.  This could be longer if the customer has bought a membership
or season or subscription ticket, for example.  If they don't book
again, say within six months of the end of the events booked in their
first transaction with you, then you should delete all their details.
You should not process their data or pass it on to others.

6.12 Because the customer has made a transaction with you, it is probably
safe to send a de-personalised publicity mailing to the customer for
either your venue programme or the same obvious combination of
venue and company/artist.  This mailing would only have
personalised address labels on the exterior, but no other
personalisation.  The list must not be segmented or selected from in
any way so all customers receive the same information and offers.
You ought not to include any new third party publicity in the mailing.
If this customer fails to book again, say within six months, you should
remove them from the list. You should not process their data or pass it
on to others.  You should not use it for any other marketing purposes.

6.13 Some companies/artists will claim that they are entitled to mail the
customer about their events.  Indeed they could suggest that the venue
has no right to mail the customer.  This is because without "informed
consent" nothing is clear.  If it is 'obvious' to the customer then the
visiting company should be entitled to mail them on the basis in 6.12.

6.14 We've captured customer data and not said anything to them.
How long can I keep it and use it?

6.15 You need to read the answer to 6.10 first.  You have no authority to
use the data for marketing, except for publicity mailings as in 6.12.
There appears to be an accepted practice that six months is about as
long as it is reasonable to keep the data.  This could be longer if the
customer has bought a membership or season or subscription ticket,
for example.  If they don't book again, say within six months of the
end of the events booked in their first transaction with you, then you
should delete all their details.

6.16 We've captured customer data and not said anything to them.
What do I have to do to keep using it?

6.17 You must contact the customers and obtain their "informed consent".
Advising customers later requires that you either telephone them to



talk it through or that you post them a marketing list questionnaire.  In
each case it is essential that you give them a clear opportunity to "opt
in" and do not imply their consent.  You must not use their data,
except as described in 6.12, until you have their consent.  See Step
Five in Section 5 for further action.

6.17 We've built up lots of valuable data, some factual, some
anecdotal, some views and opinions, on our donors and sponsors
as well as on our customers, which only a handful of people have
access to.  Surely we don't have to give them access to all the
information?

6.18 The simple answer is Yes you do.  But if some of the information
obviously comes from third parties, who might be identified,
including your own staff, then you should consider whether you have
a right to disclose those parts of it without their permission.  See Step
Three in Section 5 for further action.

6.19 Our data on donors, sponsors and customers is in manual files
with personal notes.  Surely these are confidential to us?

6.20 The 1984 Act only dealt with computer records.  The new Act from 1
March 2000 covers manual records too.  Could someone look into
those files and find a person and their details?  If the answer is Yes
('No' would mean it was a terrible filing system) then see 6.17.  See
Step Five in Section 5 for further action.

6.21 We routinely share our data with other arts organisations in our
area - we think collaboration makes sense and our customers say
they appreciate it.  Are we OK?

6.22 If your marketing information sent to named customers clearly states
the advice necessary to obtain "informed consent", including details
of who you share it with, then you can presume most purchasing
customers have at least been informed, especially if this has been your
practice for some years.  New customers must be properly advised at
the time of their first transaction - this is not optional.  You may need
to review the information provided to existing customers to ensure it
is up to date. See Step Five and Step Six in Section 5 for further
action.

6.23 We don't share our data with anyone else because we think they
are our competitors or they might pass on details to others.
Visiting companies and artists disagree with us.  Must we share?

6.24 The Data Protection Acts do not determine the ownership of data so
this is open to interpretation.  Indeed, venues should not hide behind
the Act by suggesting that it prevents them sharing their data: their
customers may think differently.  The Acts place all the emphasis on
what the customer thinks is obvious or foresees.

6.25 So who do the customers think they are buying the tickets from (Box
Office, agent, high street shop, Internet?), who do they think is
responsible for the event (venue, promoter, visiting company, artists),



and who do they think is going to have access to their data (any or all
of the above?).

6.26 Failure to advise your customers and get "informed consent" restricts
what you can do but may equally enable visiting companies and
artists to claim access to the data.  Of course you do not have to share
data with any of your competitors, except when they form part of the
presenting/promoting/performing partnership.  'Good practice'
requires that you inform your customers and where appropriate share
the data with visiting companies and artists for the same purposes as
advised by your venue to your customers.

6.27 We want to sell our customer data to other organisations - we
need to make money.  Visiting companies and artists disagree
with us.  Who can stop us?

6.28 The Registrar/Commissioner will be concerned whether you have
registered that you intend to sell your lists and whether you have
"informed consent" from customers to cover this specific purpose.
You will need to have advised customers that you could make their
details available to unrelated commercial organisations.  Abuse of
customer data is a criminal offence.  You can do nothing safely
without "informed consent".

6.29 Because the Data Protection Acts do not determine the ownership of
data, visiting companies and artists could claim that you have no right
to sell the names of customers for their events.  The Acts place all the
emphasis on what the customer thinks is obvious or foresees.  Your
contracts with Presenting/Promoting/Performing companies and
artists need to specify clearly how you handle data between you and
what the customer is to be advised.

6.30 If you sell data without having obtained the "informed consent" of
your customers and the agreement of your
Presenting/Promoting/Performing partners you run a high risk of
action by the Registrar in the event of a complaint from a member of
the public.

6.31 Our sponsors want to write to our customers.  Can we let them
have the data?

6.32 A great deal will depend upon who the sponsors are and what they
want to communicate to your customers.  If you were mailing your
customers with an enclosure from a sponsor which was only
personalised by name and address and was issued by your
organisation indicating that you had circulated it, then this should be
acceptable.  The data could not be passed to the sponsors (even to
prepare mail merge letters) unless you had advised customers that this
was a possibility when you were first capturing their data and the
sponsors were registered for Data Protection similarly to your
organisation.  The advice given would have to be specific and the
consent "informed".



6.33 If you were intending to give your sponsors any personal data which,
from events attended, price paid, type of tickets bought, enabled them
to make selections based on lifestyle or family makeup, then this is
likely to be seen as beyond the usual use of the data for an arts and
entertainment organisation.   Customers would have a right to
complain that this was neither obvious nor forseeable use of the data.
Complaints are as likely from customers who find themselves
excluded from a selection as customers who were included.



7 Big Issues

7.0 Throughout this Guide two key issues will have emerged for many
Managers:

• The need to advise customers during transactions when first
capturing a customer's details

• The question of sharing customer data with presenting or
promoting or performing partners

The need to advise customers

7.1 By any interpretation, the Act expects customers to be advised at the
time of their first transaction that their details are being captured,
with formal advice on:

• Who is holding their data - the legal name of the organisation as
registered with the Data Protection Registrar.

• What their data will be used for - added to the marketing list, used
for fund-raising, and so on.

• Who their data will be disclosed to - other arts organisations and
companies likely to be of interest to them

7.2 This must assume that repeat customers transactions are being
attached to their records, because otherwise every customer will need
to be formally advised under the Act during every transaction.  If
existing customers are being identified, this will only add a few
seconds to each transaction.  It will require a degree of discipline
from Box Office staff to complete the advice and receive "informed
consent".

7.3 The formal advice is essential if "informed consent" is to be obtained,
based on customers effectively "opting in".  Any other implied
consent, purported consent, or consent based on "opting out", is not
really acceptable and therefore severely restricts what you can do with
the data and how long you can keep it.

'Implied Consent' or 'Serial Consent'

7.4 Some Managers argue that consent is indicated by continued booking
from a Box Office which advises customers, in some way, of what is
happening to their data, such as taped messages, statements printed on
the back of tickets, in ticket wallets, statements in brochures or in
programmes.  With each transaction, they argue, the venue has
increasing confidence that customers have been properly informed.
This is plainly implied consent, even on a serial basis, with neither an
opportunity for the customer to opt in offered, nor a real opportunity
to opt out until after the use of their data, except by customer action.
Less than obvious uses of their data, such as sharing with other
organisations or fund-raising, could lead to legitimate complaint.

7.5 The concept of 'good practice' enshrined in the Act means that any
Manager's best defence of their Data Protection practice is to advise



their customers and obtain "informed consent".  Any other course
implies non-compliance.

Publicity Only

7.6 If the only use you intend to make of the customers' data is to mail
publicity, now and in the foreseeable future, it is probably safe to send
a de-personalised publicity mailing to the customer for either your
venue programme or the same obvious combination of venue and
company/artist.  This mailing would only have personalised address
labels on the exterior, but no other personalisation.

7.7 The publicity list must not be segmented, or selected from, in any
way, so all customers receive the same information and offers.  You
ought not to include any new third party publicity in the mailing
unless it relates to events in your venue.

7.8 If any customer fails to book again, say within six months, you should
remove them from the list. You should not process their data or pass it
on to others.  You should not use it for any other marketing purposes.

The question of sharing

7.9 No organisation is required to share their data, but if "informed
consent" is not obtained then who has access to data will depend upon
only the contract between the presenting, promoting and performing
companies and artists.  Touring companies and artists in this situation
are entitled to argue that venues are "abusing" the touring company's
customers by sharing their data with others without consent.  Touring
companies and artists could attempt to stop venues using data even
for themselves.

7.10 The perspective of the Act in looking at every situation from the
customer's point of view will determine what is obvious and
forseeable by customers.  The scope for argument between presenters,
promoters, companies and artists is considerable.

7.11 Touring companies and artists need to insert appropriate clauses into
their contracts about the sharing of data and what they require of any
venue Box Office in terms of advice to customers, use and sharing of
data.

What is obvious?

7.12 Multiple venue ownership, complex promoting deals, can mean that
what you are legally registered to do is still not obvious to the
customer.  If a customer buys a ticket for one venue of a group of
venues, the only fact clear is that the customer knows and recognises
one venue.  There have been complaints to the Registrar in the past
when the public have not understood that their data would be shared
with other venues in a group which they had not realised existed.

7.13 Sharing data between venues in this circumstance is difficult unless
there is "informed consent".  In this case, advising the customer only



of the legal name of the organisation may be insufficient if the
customer will not realise that other venues, perhaps of different
character to that they have booked for, will receive their data.

7.14 The views above about the limited use which might be made of data if
there is no advice or seeking of informed consent from customers
would be hard to justify in a situation in which a customer would
receive a mailing from an organisation unknown to them.



8 Conclusion

8.1 The interpretation of the law in the UK is defined ultimately in the
Courts and Tribunals.  With any new law there is some delay before
cases establish where the line can be drawn as to what is legal or not,
as to what constitutes compliance.  More clarification will be
available formally for the Data Protection Acts because the Data
Protection Registrar has the power to approve 'good practice' guides
which set out what an industry should do to comply.

8.2 Managers run a serious risk, therefore, if they choose an interpretation
which depart from the spirit of the Data Protection Acts and do not
adopt 'good practice'.  Their behaviour and procedures are exposed in
every transaction with a customer.  Everyone now has rights and any
individual customer on whom data is recorded can complain about
what is happening to their data.  And what the customer sees is most
important, not what the venue staff think.

8.3 The Box Office is becoming ever more professional in its work,
moving on over the years from order processing to selling, to
delivering customer care.  It remains the one part of a venue where
staff spend all day every day talking to the public.  This provides a
'magic moment' when a relationship with a customer can be started, a
relationship which may prove highly valuable to both the customer
and to the venue.  It seems sensible that this 'moment' sets out the
basic relationship with the customer, not least in terms of how the
venue will protect the personal data it will build up on them.

Roger Tomlinson
November 1999



9 Useful Addresses

Theatrical Management Association
32 Rose Street, London WC2E 9ET
Phone 020 7557 6900  Fax: 020 - 7557 6799 e-mail: enquiries@solttma.co.uk

Arts Marketing Association
Boltons Warehouse, 23 Tenison Road, Cambridge CB1 2DG
Phone 01223 578078  Fax 01223 578079  e-mail: ama@dial.pipex.com

Institute of Charity Fundraising Management (ICFM)
Market Towers, 1 Nine Elms Lane, London SW8 5NQ
Phone 0207 627 3436  Fax 0207 627 3508

Data Protection Registrar
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
Phone 01625 545700  Fax 01625 524510  e-mail:
data@wycliffe.demon.co.uk

Mailing Preference Service
5th Floor, Haymarket House, 1 Oxendon Street, London SW1Y 4EE
Phone 0171 766 4410  Fax 0171 976 1886  e-mail: mps@dma.org.uk

Telephone Preference Service
5th Floor, Haymarket House, 1 Oxendon Street, London SW1Y 4EE
Phone 0171 766 4420  Fax 0171 976 1886  e-mail: tps@dma.org.uk

Facsimile Preference Service
5th Floor, Haymarket House, 1 Oxendon Street, London SW1Y 4EE
Phone 0171 766 4422  Fax 0171 976 1886  e-mail: fps@dma.org.uk

The Phone Room
244 Barns Road, Oxford OX4 3RW
Phone 01865 715700  Fax 01865 714173  e-mail: d-dixon@dircon.co.uk

Harbottle & Lewis
Hanover House 14 Hanover Square London W1R 0BE
Phone 0171 667 5000  Fax 0171 667 5100  e-mail: harbottle.co.uk

Tickets.com
Midsummer House, 405 Midsummer Boulevard, Milton Keynes MK9 3BN
Phone 01908 232404 Fax 01908 232414  e-mail: rtomlinson@tickets.com
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